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ot BRI, FER L THARNFITELWHRETHL EHE 2D, We, the General Insurance Association of Japan (GIAJ), believe that

L2 L7235, Cyber security risks [ZPRERESFEA OFRBETIZ 72 <, RES4E | what the Draft Application Paper on Supervision of Insurer
DS DA RBEREEIC R T2 A RTA4 RO & OFEGEZRFF L, B ZH | Cybersecurity (hereinafter referred to as "AP") describes is going in the
WETHMEND D Z LG, AR mT O TA 74 %2 ~_X—2 & L | right direction. However, against the background of cybersecurity risks
TMEtEAT ) F %Y, ERBEAHOEER Y A7 B2 WGEIZ1E, AP O5HT® | not being issues particular to insurers, we think it is more appropriate to
LBV, BUTICP ICHZOHEFIIEZENTEBY 0 Th b, HIZAEDH DY | consider potential insurance-specific guidelines and rules based on
ATH, Zhaf ) EERSREY E &2 5, comprehensive guidelines for the whole financial sector so that their
Fo. AEIO AP ONEFEEZZTTH, RRERBEFDOTA K7 A4 A% K | integrity in relation to sector-wide guidelines and regulations is
ETDMBEVEN D D20 ENEAAMETH Y | RERSHEEA OHHI A% 1T 554 | maintained and unnecessary duplication is avoided.
WX, EORHNRBREIIRT O2MNENDDL EE XD, If there are no significant or industry-specific risks, the current ICPs
which already encompass the issues presented by cyber risks should be
« X AP ® Recommendation (231725 2 A > FARIL, BEAL (B x1X/37 48 | sufficient for the supervision of insurer cybersecurity. If the current ICPs
X 81) X may ORIMBPEHINTWHZ YL, XA NST 77 ¢ AL L | are found to be insufficient, we believe it is appropriate to revise the ICPs
TRHMEINTWIMETH D LB X DN, —F THEEOLEIZIXIZIEA T | to make up for the shortfall.
should X°> must ORFLNFEH SN TEY, NT A% K<, should X° must @ | In any case, we are still not convinced that the insurance industry needs
FHUT may X° would [T L, BEEECHRBEE DN EEMIZS U TEEZFF T | to develop its own guidelines or rules even after taking into consideration
LRLHIC T RELER D, the contents of the AP. Therefore, when developing rules particular to

insurers, the IAIS should clearly express its rationale.

Judging by the fact that the introductory statements in the
“Recommendation” section of the AP often use the word “may”, such as in
paragraphs 48 and 81, we understand “Recommendations” to mean “best
practices”. Additionally, almost all of the sentences in the latter part of
the document use the words “should” or “must”, which therefore indicates
a lack of balance. We believe that the words “should” and “must” should

be replaced with “may” and “would” so that supervisors and insurers can

exercise discretion in accordance with the materiality of the issue.
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48.d | Hufiifk e & R E O M OBEFLTATDO/L 7L, BRSO E(EIZIBW T, Y4 23 | Tt is the responsibility of the insurer’s Board to appropriately define the
—tX 2 VT =T LT =T OENEESHDDLHNCET D LD, REESHED | respective roles and responsibilities of itself and its management so that
BELTRTRETH D, its cybersecurity framework 1is effective. Therefore, the insurers’

discretion should be allowed on this point.

8l.a | 3.148-d = A MAIEE See our comment on 48.d.

81.b | [Fk See our comment on 48.d.

81.d | -3.148d = A > MAlkE See our comment on 48.d.

« N OFELRIZOWNWTIX, FNENDEOEIFIZL > THSENE W — A% | Considering that it could be difficult in some countries to secure members
HZ bR, LTOMEYELEIT ) NE, with appropriate skills, this paragraph should be revised as follows;

d. An insurer’s Board and senior management should cultivate
d. An insurer’s Board and senior management should cultivate awareness of | awareness of and commitment to cybersecurity. The Board and senior
and commitment to cybersecurity. The Board and senior management should | management should make the effort to include members with skills
make the effort to include members with skills appropriate to their oversight | appropriate to their oversight and management roles with respect to the
and management roles with respect to the risks posed by cyber threats. In | risks posed by cyber threats. In addition, the Board and senior
addition, the Board and senior management should promote a culture that | management should promote a culture that recognizes that staff at all
recognizes that staff at all levels have important responsibilities in ensuring | levels have important responsibilities in ensuring the insurer’s
the insurer’s cybersecurity and lead by example. cybersecurity and lead by example.

81.f | senior executive 7° independence ZfRA T XX & HHMN, 1.3 D7 @R — 27 | Although this paragraph alludes to the independence of the roles of
U7 4 CHIY | YEEERIRE ORI, EHENE, FEFEZ SITG U HIRERE | senior executives, we understand that various forms of governance are
NERBEINDHOLEHEL TV D, allowed depending on the insurers’ scale of business, complexity, and the

characteristics of its business in accordance with the principle of
proportionality stipulated in section 1.3.
103.e | BENME L BREEZBIRIC L > TEETHICHT=-> T, ORI OV TIL, B | As for managing elements and forms of the inventory, management

—OERIZIHEREMWEET 2 TiEEL T X TORRE ISR L —HIZRD LD TR
<, PRBRE DY) & W L2 BB FENERSINDNE TH L, AHTUT
DBEVEIESNDNE,

techniques that insurers judge appropriate should be allowed rather than
uniformly requiring all insurers to encompass all the information into a

single inventory. Therefore, this paragraph should be revised as follows;
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The inventory sheuld may encompass hardware, software platforms and | The inventory may encompass hardware, software platforms and
applications, devices, systems, data, personnel, external information systems, | applications, devices, systems, data, personnel, external information
critical processes, and documentation on expected data flows, based on the | systems, critical processes, and documentation on expected data flows,
management method deemed appropriate by the insurer. based on the management method deemed appropriate by the insurer.

103.g | [#iA) ZMBEOEKRTEET H2OFHSENIEFICTEWEHEIND, We assume it is immensely difficult to literally "integrate" identification
— BT 2L T _E ] WO RPTFE SN D&, efforts with other relevant processes in a narrow sense. Therefore,

insurers should be allowed to interpret this paragraph as “insurers
should manage identification efforts in association with other relevant
processes”, such as acquisition and change management, in order to
facilitate a regular review of its list of critical business processes,
functions, individual and system credentials, as well as its inventory of
information assets to ensure that they remain current, accurate and
complete.

103.q BERHALZNEEZEZONDANRN MO, BEICHEI Lo A X hdDL | As each insurer may have a different perception of “cyber events
HZFIIEREHIC L B s LEbND D, BEETRE A X FO LUK | considered unlikely to occur or have never occurred in the past”, we
RHNFIZONWTERIR SO ENHER SN D Z L 2R LTZV, would like to make sure that the judgment of cyber threats to be

considered is left to the discretion of each insurer.

133.f | [lcyber threat intelligence programme] %L L TV 272& 720, The definition of the “cyber threat intelligence programme” should be

clarified.

133.n | ladvanced threat agent capabilities| DEFIT DOV THEDLIE X 7200, We would like to have a detailed definition of “advanced threat agent

capabilities”.

133.0 | 3.1 48-d = A > M[AER See our comment on 48.d.

133.s | "R FL— a3 7 A MIIEHE IT A2 F0ICR 72§ CHMi 9 5, "wider | Penetration tests are usually carried out by a limited number of (mainly
business stakeholders"# & & CTHEftid 5 hb— a7 A M EIZEALZA | IT) departments. We would like to have a clearer view of how “the tests
A =T EEER LTV, which could include wider business stakeholders” will be carried out.
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HEHMECTHZETRY D EERD,

160.e | YZHEO B ZBML Lo\, KB A > o7 > MEEOANHY vV — 24578 Y A | We would like to more clearly understand the objective of the rule
7 BT B T2 DITANT & FRINCERAOFRE 2 kO TV D b D, “insurers should plan to have access to external experts”. Does it require
insurers to conclude some kind of contract with third-parties in advance
of a large-scale or industry-wide event to avoid the risk of losing access to
external resources?
160.f | VAR AT Z 2D T, BEYfF & FRTiiE £ TRk 5 B ZBUR 7272 & | We would like to know the intention behind the IAIS requiring insurers
72N, to consult and coordinate with relevant authorities regarding their
response plan. This requirement seems too prescriptive.
160.h | 2 I a=4—3 3 D7=HIZ laspecific team | ZEET HMLEIT 72 < . FADE | As long as the necessary responsibilities with regard to stakeholder

communications are clarified, we do not think insurers need to have “a

specific team” in place for all stakeholder communications.

FEIXTEWZ AR LV,

198.a | 198 /XT 77 7122\ T, FS-ISAC F72134&m ISAC 2513 57 E 95 2OV | We would like to make sure that insurers have the discretion as to
TOHWHIE, PRBRETEET N, 2OV A NN—X2 U T ¢ OFEGMEEZED D 9 2 | whether to participate or not in FS-ISAC or Financials ISAC Japan,
TOMEMEIZHS LoD, BALOBELTHDIIT I bOTHAHZ &, BELVY | taking into account their judgment of the necessity to enhance the

HMBEMEOA RS L OREICOWTHEBIOFRINEH S d Z &, 2R L7 | effectiveness of their cybersecurity. We also would like to make sure that
Wy, the principle of proportionality is applied with regard to their decision on
the necessity of such participation.

198.d | B INTOMENH DD L L TR SN TV 523, BIZEIIEEZ FF>Z & 1 | This paragraph assumes that an insurer’s cyber threat intelligence

operations are a given. However, we would like to point out that in reality
it is difficult to even have a department that deals with cyber threat

intelligence operations.

198.e

See our comment on 198.d.

198.f

See our comment on 198.d.
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198.¢

EBEERICHD LI REFE "D — AT M X — LD THA N—EF
2 VT 4 7 L —2bU—7IZ8d 5" "bilaterally" DIE WA HAZTT 5 Z L 1X, 45D
X2 VT 4RI T A LDV R ZIBITHTZEZDOEDOTHY, X
VT o LfER7IRREIZRG D AIREMER B 5 72, BIEMTIERNWEB 2 5,

We think that exchanging information “bilaterally” on their cybersecurity
framework with third-party service providers is unrealistic. Such
exchanges would be no different from exposing an insurer’s security and

governance risks, and would put insurers in greater danger with regard

to their cybersecurity.
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